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Dark patterns leading to the dark forest – 
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Cahill Gordon & Reindel LLP

Gregory Strong
Frank Weigand

Over the past several months, there has been a sea change in terms of the regulatory approach to block- 
chain and digital assets in the United States.  The U.S. Securities and Exchange Commission (the “SEC”) 
has done a veritable 180-degree turn and has gone from a “regulation by enforcement” posture, in which 
it viewed most digital assets as unregistered securities, to setting up a crypto task force to facilitate 
digital asset activities and set clear boundaries as to when the securities laws apply to those activities.  
This new approach to blockchain and digital assets has resulted in the SEC ending a number of high-
profile active enforcement actions and closing many more enforcement investigations involving digital 
assets.  There is a growing recognition that digital assets are not themselves securities and, unless sold 
in investment contract transactions, are not subject to U.S. securities laws.1

Similarly, the U.S. Commodity Futures Trading Commission (the “CFTC”) has recently sought to facilitate 
digital asset activities in the U.S. through various published guidance and statements to the market.2

Although the federal securities and commodities regulators have taken a more relaxed approach towards 
digital assets, federal and state consumer protection agencies may seek to fill the void.  Consumer 
protection laws, which are flexible and principles-based, can be used to address activities involving 
digital assets to ensure that users engaging with blockchain networks, blockchain-based technology, and 
digital assets are protected.

A recent trend in consumer protection involves enforcement actions based on “dark patterns” – deceptive 
user interfaces that manipulate consumers into actions they might not otherwise take.  The Federal Trade 
Commission (the “FTC”) has aggressively pursued dark patterns cases in the last several years and state 
attorneys general have coordinated to bring or resolve multistate investigations involving the use of dark 
patterns.

Although we have not yet seen an enforcement action in the digital assets space alleging consumer 
protection violations involving dark patterns, it may only be a matter of time.  The steps involved in 
processing digital asset transactions are complex and largely opaque to users, who typically rely heavily 
on technology tools to construct, broadcast, and execute such transactions.  Couple that with surface- 
level disclosures regarding how those technology tools function and the potential for unfairness or 
deception is significant.  Where federal securities regulators under the previous administration attempted 
to regulate this type of digital asset activity through aggressive enforcement on the theory it was  
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securities activity, that is no longer the case.  However, if consumers are harmed when they participate in 

digital asset transactions, consumer protection regulators could very well step in and fill the gap.

This chapter explores the potential application of consumer protection laws and dark patterns to user 

interfaces (whether a website or mobile application) that facilitate consumer activity involving digital 

assets and practical considerations that may help to address these issues.

The dark forest

Ethereum has famously been described as a “dark forest” – an environment where advanced predators kill 

anything they detect.3  The Ethereum mempool, where pending transactions wait to be added to a block, 

is the primary hunting ground where bots scan the dark forest for transactions that they can profit from.

While Ethereum has changed significantly since it was first described as a dark forest in 2020, the manner 

in which transactions on Ethereum, and other blockchain networks, are constructed, routed, executed 

and added to blocks, and the manner in which blocks are added to the chain, is complex.  For the average 

user of Ethereum, and many other blockchain networks, transaction construction, routing, execution, 

validation, ordering, and block building is a mystery.  But how transactions are routed, executed, 

validated, ordered and added to blocks, and how blocks are added to the chain, can materially affect users.

Transaction initiation, routing, and execution on Ethereum

Typical blockchain users rely on a variety of tools designed to allow them to interact with blockchain 

networks.  We will use Ethereum to illustrate how these interactions work.  Many other account-based 

blockchain networks function in a similar manner.

Wallet software is an important tool that facilitates user interactions with blockchain networks 

through an interface or application that allows users to manage their Ethereum account.  There are two  

types of accounts on Ethereum – externally owned accounts (“EOAs”) and contract accounts.4  An EOA 

on Ethereum is controlled by a private key, while a contract account is a smart contract deployed to 

Ethereum that is controlled by code.  Both an EOA and a contract account can receive, hold and send ETH 

or other tokens and interact with other smart contracts deployed to Ethereum.  EOA wallet software is 

designed to (i) maintain private keys securely in the case of EOAs, (ii) view and manage token balances 

associated with the account, (iii) construct and initiate transactions, and (iv) translate user instructions 

given through a user interface into function calls in a format that can be broadcast to and understood 

by network participants.  Smart contract-based wallet software allows for programmability that can 

enhance security, facilitate gas payments for transactions in a variety of ways by bundling multiple 

actions into a single transaction, and provide other security and user experience benefits.  A new hybrid 

called a “Smart EOA” was introduced recently in EIP-77025 and allows EOAs to use smart contract account 

features through a delegation process.  As this is a new standard, its use has been limited so far and is not 

addressed in this chapter – instead we focus on EOA and smart contract accounts and wallet software.

There are three types of transactions on Ethereum that users can initiate through wallet software: (i) 

transfers from one EOA to another EOA; (ii) transactions in which an EOA deploys a contract; and (iii) 

transactions that involve an interaction with a deployed contract through a function call.6  EOA wallet 

software allows users to build these transactions by inputting the details of the intended transaction, 

which may include variables such as (i) recipient’s address or address of the contract with which the 

user intends to interact, (ii) the asset to be transferred, (iii) data for the contract, and (iv) setting a cap 

on the gas for the transaction.  Once a transaction is built, EOA wallet software allows users to sign the 

transaction object with their private key for submission to the network.

Smart contract wallet software works differently and allows users to construct a transaction in the form 

of a user operation.  User operations are different from transaction objects in that a user operation can 
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contain multiple instructions and smart contract calls.  To do this, user operations contain additional 

data fields to allow the user operation to be verified and signed; user operations are sent to an alternate 

mempool where bundlers package user operations into transactions for inclusion in a block, bundlers 

use their own EOAs to sign transactions consisting of bundles of user operations for submission to an 

entrypoint contract, and the entrypoint contract authenticates each user operation in the bundle and 

executes each user operation for transactions that have been authenticated.

What happens once these transactions are built and signed is usually opaque to users, as the transactions 

move from the wallet software7 and enter the dark forest when submitted to the network.

Typically, transactions broadcast to the network, using wallet software through a decentralized appli- 

cation or a backend server, will be received by a node on the network.  Network transactions are validated 

by one of many nodes running the network client software and participating in transaction validation.  The 

receiving node will confirm that the transaction is well formed, there is a valid signature, the account has 

enough ETH to pay for gas, and the nonce for the transaction has not already been used.  Once validated, 

the node generates a transaction hash that identifies the transaction and it is added to the mempool and 

broadcast to other nodes where validators can choose to include the transaction in an upcoming block.  

It can take anywhere from seconds to many hours for unconfirmed transactions in the mempool to be 

included in a block.  How long this takes depends on factors like the level of network usage and the gas fee 

paid in connection with the transaction.

When a transaction is included in a block, it is executed by the Ethereum Virtual Machine (the “EVM”).  

This results in a change in the state of the ledger as ETH balances associated with accounts involved in the 

transaction will change when gas is paid and other state changes reflecting the transaction details will 

also be recorded in the ledger.

On Ethereum, the process of block building is complex and evolving.  This process has evolved, in part, to 

address the issues that gave rise to the “dark forest” description noted above.  Unconfirmed transactions 

in the mempool are observable to validator nodes in the network and to other network participants using 

specialized tools.  In addition, these unconfirmed transactions in the mempool can now be observed using 

certain block explorer tools that are publicly available.  This allows those participants to see unconfirmed 

transactions and take action based on the expected result of those transactions once confirmed and added 

to a block.  These actions typically involve extracting value known as maximal extracted value or “MEV” 

(not to be confused with “EVM”).  For instance, if a transaction is observed in the mempool that provides for 

an arbitrage opportunity, an MEV searcher may submit a bundle of transactions directly to a block builder 

designed to take advantage of the arbitrage opportunity presented and extract value from that opportunity.

One of the ways that block building on Ethereum has evolved to address MEV is through proposer builder 

separation.  In this system, which is not an official “enshrined” component of the Ethereum network but 

is implemented in certain ancillary validation systems, such as MEV-Boost built by Flashbots,8 block 

building is separated from block validation and finalization.  Block builders construct blocks by including 

transactions using MEV opportunities to maximize value and submit these blocks to validators.  Valid- 

ators then assess blocks submitted by many block builders and will select the highest-paying block to add 

to the blockchain.  This process prioritizes adding transactions that will generate more fees or that present 

MEV opportunities to blocks than lower-value transactions.

Although the above descriptions are very high level, and could be described in considerably more 

detail, the primary point is that the process of constructing, broadcasting, authenticating, and adding 

transactions to blocks is complex and involves many different participants.  Against this backdrop, we 

discuss the concept of dark patterns from a legal perspective.
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Dark patterns

So-called “dark patterns” are manipulative or deceptive interface designs that steer, trap, or confuse 
consumers.  The FTC defines “dark patterns” as design tricks that manipulate consumers.9  Some examples 
of dark patterns include obstructive cancellation, misdirection, burying key terms, drip fees, and 
steering data-sharing via biased defaults and confusing flows.  “Dark patterns can be found in a variety 
of industries and contexts, including ecommerce, cookie consent banners, children’s apps, subscription 
sales, and more.”10

In recent years, both federal and state consumer protection regulators have brought enforcement actions 
alleging violations of consumer protection laws in connection with online flows that use dark patterns to 
trick consumers.  The general theory is that dark patterns constitute unfair, deceptive, or abusive acts or 
practices (“UDAAP”) that are prohibited by federal and state consumer protection laws.

The Federal Trade Commission and dark patterns

In 2023, the FTC filed an enforcement action against Amazon alleging that it “duped millions of 
consumers into unknowingly enrolling in its Amazon Prime service” using “manipulative, coercive, or 
deceptive user-interface designs known as ‘dark patterns’.”11  The FTC further alleged that (i) Amazon 
leveraged manipulative user interface designs – so-called “dark patterns” – in its checkout and enrollment 
flows to steer or trick consumers into opting into Prime, often obscuring the full cost, renewal terms, 
or subscription conditions, and (ii) Amazon sometimes collected consumers’ payment information (e.g., 
stored credit or debit card credentials) before clearly presenting the full Prime terms, effectively locking 
in consumers before they could decline.

The FTC also alleged that Amazon made cancellation of Prime subscriptions unduly complex, burden- 
some, and confusing.  Internally, Amazon referred to the cancellation flow as “Iliad,” a multi-step process 
requiring consumers to affirm their desire to cancel across multiple pages, including prompts intended 
to dissuade cancellation.  According to the amended complaint, Amazon consciously rejected internal 
proposals to streamline or simplify cancellation – decisions motivated by revenue retention rather than 
customer convenience.  The FTC further asserted that Amazon’s misrepresentations and user interface 
choices harmed consumers: some were enrolled in Prime without awareness; while others began 
cancellation but abandoned it mid-process.  The amended complaint sought injunctive relief, changes 
to Amazon’s user interface and disclosure practices, and redress to affected consumers.  The FTC claims 
these practices constitute violations of Section 5 of the Federal Trade Commission Act of 1914 (the “FTC 
Act”) (for unfair or deceptive acts) and the Restore Online Shoppers’ Confidence Act (“ROSCA”), which 
mandates clear disclosures and explicit consumer consent for recurring billing.

The FTC action against Amazon was recently settled for $2.5 billion.12

The FTC Act prohibits unfair and deceptive acts or practices in commerce.13  An act or practice that “causes 
or is likely to cause substantial injury to consumers which is not reasonably avoidable by consumers 
themselves and not outweighed by countervailing benefits to consumers or to competition” is unfair.14  A 
consumer injury must be substantial, and not merely trivial or speculative, in order to trigger application 
of the FTC Act.15  Typically, substantial injury involves financial harm, and in some cases, health and safety 
risks can also constitute substantial injury.16  Subjective types of harm are usually not enough to cause 
substantial injury.17

The injury must also not be outweighed by countervailing benefits to consumers.  For example, if providing 
complex disclosures to consumers regarding a product would cause the price of the product to increase, 
the consumer benefit of a lower price would be weighed against the potential harm associated with the 
lack of disclosure and the net effect considered.  Finally, the injury cannot be reasonably avoidable by 
consumers.
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Most actions alleging violations of Section 5 of the FTC Act are brought to address seller behavior that 

impedes individual consumer choice and decision-making.18  An act or practice that unjustifiably interferes 

with the ability of consumers to make their own free and informed purchasing decisions will usually be 

unfair for purposes of the FTC Act.19

Misrepresentations or deceptive omissions of material fact also constitute deceptive acts or practices 

prohibited by Section 5(a).20

There are three elements of deception cases considered by the FTC:

1)	 a misrepresentation, omission, or practice exists that is likely to mislead the consumer;

2)	 the act or practice must be viewed through the lens of a reasonable consumer; and

3)	 the misrepresentation, omission, or practice must be material.21

A misrepresentation requires a representation that is likely to mislead and is material to the reasonable 

consumer.22  An omission of material information occurs when information necessary to prevent a claim, 

practice, or sale from being misleading is not disclosed.23

Practices related to marketing and point of sale representations can also be deceptive practices if they 

are likely to mislead consumers.  Situations in which inaccurate or incomplete information is provided to 

prospective consumers in marketing materials or at the point of sale may constitute deceptive practices.  

The act or practice must be viewed through the objective lens of the reasonable consumer.24

As noted in the Amazon example above, use of dark patterns has been alleged to be both unfair and 

deceptive by the FTC.

The Consumer Financial Protection Bureau and dark patterns

The Consumer Financial Protection Bureau (the “CFPB”) is another federal regulatory agency created to 

protect consumers by enforcing the Consumer Financial Protection Act (the “CFPA”).  The CFPA prohibits 

UDAAP with respect to financial products offered primarily for consumer use by “covered persons.”25

The scope of CFPB authority is narrow and there are several key restrictions.  First, the UDAAP provisions 

of the CFPA26 only apply to financial products offered or provided for consumer use.  The definition of 

“financial product or service” contains a list of products that fall within the definition and which are 

subject to CFPB jurisdiction when offered to consumers.  The list is long and includes “engaging in deposit-

taking activities, transmitting or exchanging funds, or otherwise acting as a custodian of funds or any 

financial instrument for use by or on behalf of a consumer”, for example.

Second, CFPB jurisdiction is limited to providers of consumer financial products or services.  The term 

“covered person” means: (a) any person that engages in offering or providing a consumer financial product 

or service; and (b) any affiliate of a person described in point (a) if such affiliate acts as a service provider to 

such person.  The term “service provider” means any person that provides a material service to a covered 

person in connection with the offering or provision by such covered person of a consumer financial 

product or service, including a person who: (i) participates in designing, operating, or maintaining the 

consumer financial product or service; or (ii) processes transactions relating to the consumer financial 

product or service (other than unknowingly or incidentally transmitting or processing financial data 

in a manner that such data is undifferentiated from other types of data of the same form as the person 

transmits or processes).

In addition, any person who knowingly or recklessly substantially assists a violation by a covered person 

or service provider will also be in violation of the CFPA to the same extent as the primary violator.27

Third, there are exceptions for persons registered with or regulated by the SEC or CFTC, provided that 

they are acting within the scope of their registered or regulated capacity.28
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The standards for unfair and deceptive acts and practices under the FTC Act inform the standards in the 
CFPA for those terms.29  Under the CFPA, an act or practice is unfair when it “causes or is likely to cause 
consumers substantial injury that is not reasonably avoidable and if the substantial injury is not out- 
weighed by countervailing benefits to consumers or to competition.”30  This unfairness standard is almost 
identical to the FTC Act unfairness standard.  The same is true for deception, which is detailed as follows 
under the CFPA: (1) an act or practice that misleads or is likely to mislead consumers; (2) the consumer’s 
interpretation is reasonable under the circumstances, and (3) the misleading act is material.31

The UDAAP provisions also prohibit abusive acts or practices.  The CFPB released a policy statement32 
addressing what constitutes an abusive act or practice, being one that (i) obscures important features of 
a product or service, or (ii) leverages circumstances – such as gaps in understanding, unequal bargaining 
power, or consumer reliance – to take unreasonable advantage of consumers.33

The CFPB sued TransUnion in 2022, alleging that the company used a variety of “dark patterns to trick 
people into recurring payments and to make it difficult to cancel them.”34  The CFPB alleged that Trans- 
Union collected credit card information from consumers seeking a free annual credit report that appeared 
to be part of an identity verification, but then used that credit card information to charge consumers on 
a recurring monthly basis who had unknowingly made a purchase by clicking a deceptive button in the 
enrollment process.35  When consumers sought to cancel these subscriptions, the process to do so was 
intentionally made difficult by TransUnion according to the complaint.36  The CFPB charged TransUnion 
with engaging in deceptive acts or practices in connection with these dark patterns.37

Since filing this lawsuit in 2022, the CFPB has been overhauled and the TransUnion lawsuit was voluntarily 
dismissed by a joint stipulation of the parties filed on February 25, 2025 in the Northern District of Illinois 
where the case was pending.38  Given the CFPB overhaul, it is not expected that the CFPB under the current 
administration will be active with respect to digital assets or enforcement related to digital assets.

State attorneys general

State consumer protection statutes typically provide state attorneys general with broad authority to 
address unfair and deceptive acts and practices.  These statutes generally apply to consumer transactions 
and are principles-based.  This means they are flexible, adaptable, and can be applied to address alleged 
misconduct in a variety of contexts.  State consumer protection statutes, for example, have been used to 
address unfair debt collection, misrepresentations regarding financial products, and off-label marketing 
of drugs.  Many of these cases have been pursued by multistate coalitions of state attorneys general offices.

State attorneys general also have the authority to enforce the UDAAP and certain other provisions of the 
CFPA.39  This allows them to bring enforcement actions in federal court whenever they evidence that a 
UDAAP has occurred in their jurisdiction in connection with the offer of a consumer financial product or 
service.40  In certain states, enforcement authority under the CFPA and the ability to enforce the UDAAP 
provisions extends state attorney general consumer protection authority beyond what is provided for 
under state laws alone.  The CFPB and state attorneys general have brought several coordinated enforce- 
ment actions alleging CFPA violations.  In January of this year, prior to the change in administration, 
the CFPB published a Roadmap for State Consumer Protection41 setting out steps that state consumer 
protection regulators could consider.  This roadmap compliments prior CFPB guidance on state attorney 
general enforcement of the CFPA.42

In addition, a multistate coalition of 40 state attorneys general recently reached agreements with Google 
to resolve allegations that Google engaged in deceptive and unfair acts and practices in connection with 
its location tracking, location history, and location settings.43  The findings in the Assurances of Voluntary 
Compliance,44 or similar settlement agreements entered into with specific state attorneys general, 
detailed the myriad ways that Google tracked users’ locations and revealed that even if a user wanted 
to disable location tracking through a particular means, it would be tracked through other means.45  For 
example, when a user turned off “Location History,” Google would still track that user’s location through 
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other Google account settings such as Web & App Activity or Google location services.46  By using dark 
patterns, including various levels of location tracking, Google made it nearly impossible for users to stop 
their location from being tracked according to the Assurances of Voluntary Compliance or other settle- 
ment agreements.47

Dark patterns and the dark forest

Blockchain transactions are complex.  From transaction initiation to execution, there are a number of steps 
and participants involved.  The average user relies on wallet software and other tools to help construct and 
execute transactions.  There is a risk that the dark pattern-based theories of liability outlined above in the 
Amazon, TransUnion, and Google enforcement actions may be applied by consumer protection regulators 
to wallet software or other user interfaces designed to facilitate digital asset transactions.

The primary risk is that consumers using these tools to interact with blockchain networks are manipulated 
into executing suboptimal transactions.  Wallet software and other user interfaces often default users to 
transactions with preselected conditions.  Users may not know that these preselected conditions are not 
mandatory or that they have the ability to change these conditions.  Preselection implicates the default 
effect cognitive bias – users tend to go with the option that is already chosen for them, even when they 
can make other choices.  Users also may not understand what happens after they sign an instruction using 
their wallet software to initiate a transaction.  As the manner in which users engage with blockchain 
networks to perform actions evolves, through the use of delegating EOAs to smart contracts or through the 
use of artificial intelligence agents that are designed to do all of these things for users, the issues around 
dark patterns will get more complex and it will be even more important to ensure that users understand 
what is happening and what they are agreeing to when they use these tools.

To protect against these issues and to ensure that consumers have the ability to make meaningful and 
informed choices about transaction creation and execution, there are a few steps that wallet software 
providers and hosts of user interfaces might consider implementing.

First, complete and accurate disclosures are critical.  These disclosures should be written in plain English 
and should completely and accurately describe how the relevant software works and how the user will 
interact with it, and should clearly describe all of the fees and costs associated with transactions that 
a user can initiate using the software.  These disclosures should be easily accessible to the user prior to 
completing a transaction flow, such as by way of a link to these disclosures in the user interface as opposed 
to a link at the bottom of the interface in a smaller font.

Second, default settings should be transparent and clearly state that there are default settings that 
can be changed by users who wish to do so.  Ideally, all options would be presented to users with equal 
prominence so that users’ choice is not influenced.

Third, there should be affirmative informed consent and confirmation prior to transaction execution.  
This will ensure that a user is informed of and agrees to all of the elements of a transaction before signing 
an instruction.

Fourth, user interface hosts should conduct periodic user interface audits.  These audits will help identify 
friction points in navigation and user experience as well as any potentially unfair or deceptive elements.  
Such an audit should include:

•	 a review of user terms for use of plain English, accuracy, and completeness;

•	 a review of any consent mechanisms, including opt-ins and checkboxes, to confirm they are 
unambiguous;

•	 a review of fee disclosures to ensure completeness; and

•	 an evaluation of features that might have the potential for manipulating consumer behavior, such as 
features involving gamification.
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Conclusion

The enforcement landscape for digital asset activities in the U.S. has changed dramatically in the last 
year.  Despite the pullback in federal enforcement, consumer protection will always be a priority.  Both 
federal and state regulators have broad consumer protection authority that may be applied to digital asset 
transactions.  A recent focus on dark patterns suggests that consumer protection regulators are concerned 
with these practices.  As consumer behavior increasingly shifts towards transacting with digital assets, 
software providers should be wary of the potential application of dark patterns theories of liability under 
consumer protection laws and take steps to ensure that when their software is used to enter the dark 
forest, users understand the risks they are taking.

•••
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